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Please take a look at and
share Staying secure online

The first round of information and
video tutorials from SSSC about
staying secure online.

learn.sssc.uk.com/cyber
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Staying secure online

Cyber security isn't only for people who work in IT or might be good with computers. It's everyone’s
responsibility — including yours. When cyber criminals target your service or the people who use it

then you become the last line of defence.
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Introduction

As a social service worker, either now or in the future, you'll have access to digital
devices as part of your job. It is necessary to protect and safeguard these devices and
the information you have access to. We built this learning resource to help you with this.

Watch the video about staying safe online and then choose a scenario from the options
below to get started.

Remember: If you or someone you know becomes the victim of a cyber attack, report it
and ask for help from Police Scotland by calling 101

Get started

Choose one of the scenarios below to get started. The interactive videos may not work on some smartphones.
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Mobile working

With thanks to: Kathleen McGovern, Balmore Gate Service, The Richmond Fellowship Scotland, Melanie McGinney, Robert Bruce, Alison
Precup, Wendy Johnston, Roxanne Campbell, Keir Maddison and Coffee HQ Dundee

SSSC LearnCast

Staying safe online
1 March 2019 | 39 minutes

We talk with Coleen Wylie and Robbie Ross from Police
Scotland and Kirstie Steele from the Scottish Government's
Cyber Resilience Unit about how to stay safe online. This
episode gives practical hints and tips about how to avoid falling foul of some of the
common risks online.

Play this episode

Find other episodes or subscribe

>

What next?

We can't cover every risk and threat in this resource, so you should commit yourself
to learning more by visiting the websites below.

» Top tips for staying secure online
* Cyber Aware

* Action Fraud

* Cyber Essentials

* Take Five to Stop Fraud

* Turn on 2FA

Scottish Government
Riaghaltas na h-Alba
gov.scot

Funded by Scottish Government. Built and hosted by the Learning and Development Department at the SSSC

10345 60 30 891 | e sssclearningtech@sssc.uk.com | w: www.ssse.uk.com
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Familiarise yourself with and
share the NCSC website

Information for individuals and
families, self employed, small and
medium sized organisations, large
organisations, public sector and cyber
security professionals.

WWW.Nncsc.gov.uk

National Cyber
SeCUI’Ity Centre CiSP  REPORT ANINCIDENT CONTACTUS e

m This is our new site, your feedback can help us to improve it.

About NCSC Informationfor..  Advice & guidance  Education&skills  Products & service: Keep up to date

The National Cyber
Security Centre

Helping to make the UK the safest place to
live and work online

Learn more

SPEECH

5 st’ NGTON Ciaran Martin's speech at the Billington
Cvk x4 =curity Cyber Security Summit
!
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Information for...
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Individuals & Self employed&  Small & medium Large Public sector Cyber security
families sole traders sized organisations professionals
organisations

Advice and guidance

NIS Directive Devices Risk management Security architecture

See all topics
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i Subscribe to the Hacking Humans
HACKING Hacking Humans Podcast Stieer g
HUMANS Each week the CyberWire's Hacking Humans Podcast looks behind the social

headlines and taking a heavy toll on organizations around the world. We talk to
social engineering experts, security pros, cognitive scientists, and those practiced
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4 in the arts of deception (perhaps even a magician or two). We also hear from
people targeted by social engineering attacks and learn from their experiences

Each week the CyberWire’s Hacking
Humans podcast looks behind the
SOCIaI englneerlng Scamsl phIShIng An ethical hacker can be a teacher. Think before you post.
schemes and criminal exploits that g ot s camrscras oo o o oyl s

instances of Google Calendar spam. Joe shares a claim that Al voice mimicry G ootball League tickets. Dave describes a bounty hunter hoaxing
was used to dupe a company out of nearly a quarter million dollars. (Dave is suicide threats to get location information from mobile providers. The catch of

are making headlines and taking a -y
heavy toll on organisations around
the world.

thecyberwire.com/podcasts e

INGHUMANS

Securing your SMS.

Dave shares a story of digital voice assistants being channeled toward cribes a primitive (but effective) phishing scheme being tracked by
scammers. Joe tracks scammers taking advantage of social tools on the Steam g Computer. Dave shares news from a Black Hat presentation on
gaming platform. The catch of the day involves South African kickbacks. Our phishing stats from Google. The catch of the day is a friendly invitation from

guest is researcher/technologist Hawaii. Our guest is Michael

HACKINGHUMANS HACKINGHUMANS
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What next?
 Follow @sssclearntech on Twitter
« Visit ssschews.uk.com for updates
« Look out for our workshops for staff in February
« Contact robert.stewart@sssc.uk.com if you have
- . questions, feedback or require advice on cyber resilience.
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THANK YOU

] @SSSCnews | www.sssc.uk.com | 0345 60 30 891




